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Abstract. Usability of antivirus (AV) tools has not received much at-
tention yet. We conducted a laboratory study with 34 German students
to investigate how they experience notifications and interventions of their
AV when a threat is detected. During the study, a specifically designed
harmless file triggered AV on participants’ laptops. Out of 34 partici-
pants, 19 users noticed AV messages, and 8 of them understood that
the message communicated threat detection concerning a specific file.
Moreover, only 6 users understood that this file was removed by the AV
tool. Additionally, most participants were distracted by Windows OS
messages that were unintelligible to them. We investigate reasons for in-
comprehension in our sample, and give recommendations for improved
user interaction design of AV tools.

This is the authors’ version of the paper. The final publication is available
at Springer via |https://doi.org/10.1007/978-3-031-06975-8_18

1 Introduction

Security-related media and security experts have multiple times declared that
antivirus (AV) is dead, or should not be used [I6l25]27]. Nevertheless, strong
majority of non-expert users have reported using antivirus and consider AV
usage to be a good and actionable security advice [I8J3828/8I30]. At the same
time, most of the surveyed security experts do not rate using AV as a “top”
security advice [I8J3II§]. These contradictions raise a question: What makes AV
a good security tool from the non-experts’ point of view?

Ion et al. [I8, p. 333] note that high acceptance of AV “might be due to the
good usability of the install-once type of solution that antivirus software offers”.
Indeed, AV tools are usually not actively used. After installation, an AV tool
is supposed to run in the background. However, when threats are detected, the
AV tool has to interact with users and their systems: show the threat detection
notifications and delete or quarantine infected or suspicious files.

A usable AV tool should provide users with enough information, such that
they can react adequately. Which actions are adequate will depend on the situa-
tion and on the technical sophistication of the user. Non-expert users considered
in this work may want to ask for help, and therefore, should be able to explain
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to other people what happened. Moreover, the users may want to warn other
users about the threat, which at least requires them to understand which file
is affected. Therefore, we consider the following main research questions in our
study:

— RQ1: Which design and user interaction elements of AV notifications help
users under real-life circumstances to understand that a particular file was
removed by an AV tool, and that this file might be malicious?

— RQ2: What are users’ attitudes to AV and their reasons for AV usage? Under
which circumstances are users satisfied with their AV tools and feel well
protected?

To answer the main research questions, we defined several subsequent ques-
tions that are presented in supplementary materialsﬂ For example, in order for
AV notifications to be helpful, at least the following steps are necessary: the
users should be able to notice the notification, and understand why this noti-
fication was issued. Therefore, the corresponding subsequent questions are: Do
the users notice the notifications of their AV tools? Can they explain that the
notifications appeared because AV tool found a suspicious file?

We report the first (to our knowledge) laboratory study that investigates
user experience when AV tools detect malware. The aim of this work is not to
critique individual AV tools, but to show which notifications and user interaction
elements support users well, and which need improvement.

Timeframe: The user study took place in 2017ﬂ However, we tested in 2021
whether our results are still applicable: We used multiple Windows PCs with
the AV tools considered in the study, and checked whether reactions of the AV
tools changed over time. Whereas we registered changes in the notifications of
some AV tools, we discuss in Section that our results are still applicable and
useful today, and represent a good starting point for further research.

2 Background and Related Work

2.1 Industrial AV Tests

To the best of our knowledge, no works on usability of AV tools have been pub-
lished in academic research so far. However, some companies regularly publish
AV tests, although these tests do not consider user interaction. For example, AV-
TEST [5] measures usability as the number of false alarms using a system for
automated deployment of programs from a large proprietary database of benign
software samples [4]. However, an AV tool issues messages also when genuine
threats are detected. Our study investigates whether these messages enable the
users to understand what happened and to react adequately.

! https: //www.csl.tf.fau.de/research /human-factors-in-security-and-privacy-
group/antivirus-usability

ZDue to a collision of several unfortunate circumstances, the research team found
resources for writing up the results only in 2021.
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2.2 Attitudes and Behavior regarding Malware

Wash [37] investigated mental models of malware of US users through qualitative
interviews. He found that various models (e.g., “viruses are buggy software”)
are connected to usage and non-usage of AV tools. Later, Wash and Rader [38]
verified and extended these findings in a survey with a representative sample
of the US population. Kauer et al. [20] replicated Wash’s study in Germany,
uncovering some additional mental models of malware.

Ton et al. [I8] found in a survey that using AV is the most popular security
measure for non-expert users in their sample. This result was later corroborated
in a replication study by Busse et al. [§]. Whereas AV tools were much less
popular among security experts in these studies, they still recommend AV usage
to non-expert users [31]. Redmiles et al. investigated sources and acceptance of
security advice qualitatively [29] as well as quantitatively [28]. AV is reportedly
used by over 80% of US population, with family members’ or media advice and
negative experiences being important reasons for adopting AV. Overall, AV usage
is considered actionable, effective and high priority security advice [30].

Lalonde Levesque et al. [23] investigated how devices get infected despite
having an AV. The identified risk factors were high computer expertise, visiting
many websites of particular categories, such as streaming, and installing a lot
of software. Forget et al. [I5] found that users with high engagement in security
still get malware. Sharif et al. [33] investigated how customers of an AV company
identify and describe virus incidents in customer support chats. They found that
some users were surprised that they can get malware despite AV usage, and often
could not precisely identify whether they got infected and how this happened.
Overreliance on AV for protecting against a multitude of threats was reported
by Krol et al. [21], and might be a likely factor of risky Internet behavior [9].

In contrast to the previous work, we consider how users interact with AV
tools in a threat detection scenario.

2.3 Security Warnings

Security warnings inform users about possible dangers and offer a choice of at
least two options on how to proceed, whereas notifications provide informa-
tion about found and eliminated threats and usually offer either one option or
none [6]. Design, wording and purpose of AV notifications is comparable to se-
curity warnings in many aspects. Reaction to security warnings and indicators,
especially in web browsers, has been in focus of empirical studies for at least last
15 years [3932I12/34]7]. These works considered existing warnings, made im-
provement suggestions and sometimes tested new warnings. Malware warnings
in browsers and other tools have also been investigated [2T24/T].

Generally, a sizable amount of users consistently ignored warnings, did not
trust them, and did not understand them across the studies. Ignoring warnings
is tightly connected to the effects of habituation and generalization, especially if
warnings have high false positive rates, or appear in non-critical situations [3J36].
Although some improvements in adherence could be reached through careful
design and timing [I4/19], warnings still remain an active research topic.
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3 Method

3.1 Design and Usage of the ‘Infected’ File

We designed a harmless file that triggered AV tools of the participants. In the
sequel, we refer to ‘infected’ files using quotation marks to emphasize that these
files were entirely harmless. This file was written in C and exhibited behavior typ-
ical for malware called downloader: It installs itself on the victim’s PC and later
downloads additional malicious files. Next, we uploaded this file from various IP
addresses using the TOR networkﬂ to a malware detection service VirusTotal
that automatically tests uploaded files against over 60 antivirus toolsﬂ Uploads
from different locations can indicate a malware campaign and prompt AV dis-
tributors to include the signature of the file into their databases. Whereas in
the beginning only 10 out of 63 AV tools flagged our file as malicious, after two
weeks of uploads 46 AV tools detected it.

To make the malicious file fit the cover story (usability study of Microsoft
Word), we changed the file extension of the ‘infected’ file from .exe to .doc.
This did not change its detection rate, because file extensions are not used for
virus signature generation. The changed file could not be run anymore, but could
be opened in Word as a binary file (i.e., it did not show any readable content).

Malware can be introduced via email attachments, file download (including
drive-by downloads) and via USB drives or other portable media. We pretested
all three scenarios using virtual machines and found that different email clients
and browsers exhibit specific error messages that interact with AV notifications
and actions, whereas USB drives only elicit error messages by Windows OS (as
presented in Figurein Section. Therefore, we decided to use USB drives in
this exploratory study, and leave other scenarios to future work. Otherwise, to
make sure that the ‘infected’ files work as expected, we would have needed to test
beforehand a variety of email clients or browsers used by the participants. When
using USB drives, we only needed to test Windows OS without any additional
software. Additionally, if the participants opened their emails during the study,
we could not avoid observing at least some details of their emails, which has
privacy implications. Moreover, if any emails unrelated to the study arrived
shortly before or during the study, they would have distracted the participants.

3.2 Study Design and Procedure

We conducted an observational exploratory study, because nothing was known
about user interaction with AV tools beforehand. For example, we were unable
to predict from the literature on security warnings whether users would notice
and understand AV notifications, and whether they would notice and understand
that a suspicious file was removed by their AV tool. Therefore, it was necessary
to observe user behavior under conditions that should be as natural as possible,

3 |https: / /www.torproject.org
4 |https:/ /support.virustotal.com/hc/en-us/articles/115002146809- Contributors
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with the aim to create a foundation for further research in this area. In our study
design, we used the principles from the guideline by Krol et al. [22] p. 23] on con-
ducting user studies in security: (1) Give participants a primary task; (2) Ensure
participants experience realistic risk; and (3) Avoid priming the participants.

In order not to prime the participants, we recruited them for a usability study
of Microsoft Word. Accordingly, their primary tasks in the study were concerned
with text processing, e.g., copying a part of one text into another text, inserting
an image or changing formatting. The participants used their own laptops, such
that the risk to their data and system was made as realistic and salient as
possible. Participants’ laptops were connected to the laboratory computer via a
remote access program TeamViewerﬂ in order to use screen capture.

The overview of the study is presented in Fig. [I] After a short introduction,
participants signed the informed consent form and received two envelopes, each
containing a USB drive with 8 files (various Word documents, PDFs and figures)
and a list of tasks. Both task lists first asked the users to copy files from the USB
drive to the laptop, and then to execute some text processing tasks, as described
above. The topic of texts and pictures in all tasks was German monetary policy.

USB2i

‘infected’ file irrelevant.doc
usB1
no threat

usB2r
‘infected’ file relevant.doc

debriefing
interview

Fig. 1: Study design: participants first worked with USB1, which did not contain
any ‘infected’ files. Their second task requierd them to copy files from USB2i or
USB2r, where one file was ‘infected’.

Participants first worked with USB1 that did not trigger their AV tool, such
that they could familiarize themselves with the environment and the tasks. How-
ever, the USB drive in the second envelope (USB2r or USB2i) contained an ‘in-
fected’ file. When the users inserted the second USB drive and started copying
the files, their AV tool detected the threat and reacted by showing a threat
detection message and moving the corresponding file into the quarantine.

Both second USB drives contained the same files, and one of these files was
‘infected’. As all file names were in German, we call these files here relevant.doc
and irrelevant.doc to improve readability. The tasks for both USB drives were
the same. However, the ‘infected’ file on USB2r was relevant.doc, and it was
relevant for the task: The participants were required to insert an image into it.
In this case the participants would be unable to complete their tasks, because
the file would be moved to quarantine. We were interested in how they would
make sense of this situation. The ‘infected’ file on USB2i was irrelevant.doc,
which was not needed for the tasks. In this case, we were interested whether the
participants would notice the removal of the file by their AV tool, and understand

% lhttps://www.teamviewer.com
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what happened. This condition emulates situations where a file is removed by
the AV tool, but some time later the user needs this file, or receives a message
from some program that this file was not found.

After task execution, the participants were interviewed about their experience
during the study and debriefed about its real goal. We also showed to them screen
capture of their task execution. Finally, we asked about their experience with
viruses and attitudes to AV tools. The study took 37 minutes on average. The
participants were reimbursed with a 10 EUR Amazon voucher. The interview
guide is presented in the supplementary materialaﬁ

3.3 Ethics

The study protocol was reviewed by two usability experts who did not participate
in study design and execution, and approved by the data protection office at our
university. We also run four pretests and adjusted the study protocol accordingly.
To minimize the experimenter effect, the participants were left alone in the
lab after the study setup. We were concerned that they might experience nega-
tive emotions during the unexpected threat detection, blame us for giving them
an unsafe USB drive, or feel helpless if a file they need for the task is missing.
Therefore, we told the participants that they can contact us anytime in the neigh-
boring room. We also observed the participants through a one-way window of
the lab (they were informed about this observation), such that we could interfere
in case a participant remained helpless for too long or appeared frighteneﬂ
Participants were fully debriefed about the real goal of the study in the
post-interview. A specific ethical issue arose because the USB drives were used
multiple times in experimental runs. Thus, if any participant had undetected
malware on their laptop, it could spread to other laptops. Therefore, we “disin-
fected” USB drives after every usage by securely erasing them under Mac OS.

3.4 Data Collection and Analysis

Two fixed team members were present at each study run. One of them was the
main contact for the participant, handled the study setup and conducted the
interview. The other observed the study through the one-way window and on a
monitor in the lab and made structured notes in an Excel sheet that contained
core observation points. Later both researchers independently watched screen
capture videos and listened to audio recording of the interviews. They noted
down their observations on user interaction and the answers of the participants,
and additionally transcribed especially interesting or important phrases verba-
tim. They then compared and discussed their notes to validate the observations
and the interview data. Finally, core themes were extracted from the notes and

S https:/ /www.cs1.tf.fau.de/research /human-factors-in-security-and-privacy-
group/antivirus-usability

" None of the participants felt frightened or blamed us for the unsafe USB drive. All
participants called us if they could not proceed with the task.
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categorized. Additional team members watched the videos and listened to the in-
terviews, and wrote short summaries of the cases. These notes were subsequently
used in several team meetings to complement the analysis.

3.5 Participants and Their AV Tools

Participants were recruited via student mailing lists of economics, social sciences
and engineering departments at two German universities. They were invited to
take part in a pre-screening questionnaire for a lab study concerning usability
of Microsoft Word. To avoid priming, AV tools were not mentioned in the re-
cruitment email. The goal of the pre-screening questionnaire was to find people
who use AV, and to pretest their AV tools. To this end, the questionnaire asked
whether the participants use a Windows laptop, would use it in the lab study
and let us install TeamViewer on it, and which tools in general they use on
their laptop, including word processing, web browsers, email programs, and AV
tools. After this block of questions, the participants were asked multiple ques-
tions about their Internet usage, and also demographic questions. This disguise
of the study goal was successful, as none of the participants in the lab study
reported that they suspected the study to be connected to AV tools.

We received 91 completed questionnaires, of which 44 participants qualified
for the invitation to the study. Of these 44 participants, 34 took part in the
study. The rest either did not react to the invitation, or canceled their slot. To
reach the intended aim of 40 participants, six additional users were recruited
in the building where the study took place. AV tools that were mentioned by
the participants in the recruiting survey were tested beforehand with default
settings. We copied the ‘infected’ file from a USB drive to a laptop, and the
tools reacted as expected: they showed notifications and removed the file into
quarantine. Unfortunately, during the user study, all three recruited Avast users
and two Avira users did not receive any notifications, and their ‘infected’ files
were not removed. We could not find out why this happened, especially as AV
tools of these users were able to recognize and remove the corresponding files
through manual scan in all cases. Furthermore, one participant switched off
Windows Defender on his laptop. Data of these six users were excluded from the
analysis.

The remaining 34 participants were 23 years old on average, 25 identified as
female, and 9 as male. Most of them studied economics (15) or social work (12),
and the rest studied electrical engineering or design. They used the following AV
tools: Windows Defender (9 participants), Avira (6), Sophos (6, with 4 using a
fallback laptO}TED, AVG (3), Norton (3), Bitdefender (2), G Data (2), Microsoft
Security Essentials (2), Kaspersky (1).

8 If the participants could not use their own laptop (e.g., they forgot to bring it, or
had technical issues), they used a “fallback” laptop with Windows 10 and the AV
tool Sophos. Our university requires Sophos on university computers.
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Table 1: User experience with AV tools; 34 users in total, 15 of them handled
irrelevant.doc (i column), and 19 handled relevant.doc (r column)

n 4 1 User experience: AV message

nn 15 6 9 did not notice that an AV message appeared on the screen
nu 5 2 3 did not understand that the message came from AV, but noticed it
pu 6 2 4 remembers some parts of the message (e.g., that a threat was detected, or

no action is needed), but cannot fully explain why the message appeared
(e.g., does not connect the message to the disappearance of the ‘infected’
file, or thinks that the USB drive or a file is defect, or protected)

u 8 6 2 explains that AV found a virus in a particular file and issued a message

n 4 r User experience: AV intervention

nu 21 8 13 either appears to be completely lost, or says that something on the PC or
on the USB is broken, or otherwise cannot be accessed or copied

pu7 3 4 explains that a virus was found, but does not fully understand the situation
(e.g., does not know which file is affected, or says that “something” on the
USB drive or on the PC is infected)

u 6 5 1 explains that AV found a virus in a particular file and removed it

nn = not noticed; nu = not understood; pu = partially understood; u = understood

4 Results

4.1 User Experience with Threat Detection

Descriptions of observed user experience and cumulative statistics are presented
in Table [I] Out of 34 participants, 15 users did not notice AV messages. Out
of the remaining 19 users, 8 understood the messages. Moreover, only 6 users
understood that the the ‘infected’ file was removed by the AV tool. Although
more users in the irrelevant.doc condition understood the situation, this occurred
because the AV tools could not be balanced between conditions due to low
number of participants for several AV tools. In the following, we first present
three case studies to make clear how the combination of different factors shaped
user experience. We then discuss each factor in more detail in Section [4.2

Case study 1: Windows Defender (9 users) Notifications remained almost the
same between 2017 and 2021 (Fig. [2). They are small (~ 3% of the screen),
black and do not present any details about the found threat. They appear in the
lower right corner of the screen, and disappear without user interaction after 3
seconds. The Windows OS notification Error (Fig. appears at roughly the
same time in the center of the screen. Although this notification contains the
word “virus” in the end of its second paragraph, only P20 noticed this fact,
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which led to his understanding the situation. All other participants either closed
Error notification quickly, or clicked Try Again several times (the notification
reappears in this case), and then closed it. During this time, the AV notification
disappeared. P7 and P10 mentioned later that the Error message was too long.

¥ Virus & threat protection

& Es wurde Schadsoftware gefunden. Threats found
Die Schadsoftware wird von Windows M oft Defen
Defender entfernt. u

Fig. 2: Windows Defender notifications: 2017 (to the left) and 2021 (to the right).

#. File Access Denied - x *4 Item Not Found = X

You'llneed to provide administrator permission to copy this file Could not find this item
investment.doc Thisis no longer located in Exinvestment. Verify the item’s location and try
Type: DOC File again.
Size: 28.9K8
Date modified: 11/19/2015 11:26 AM

[ Do this for all ed: 11/19/2015 11:26 AM

sk Cance
P [0 Do this for all current items

Try Again Skip Cancel

(a) Error: An unexpected (b) Adm: You’ll need to pro-
error is keeping you from wvide administrator permis- (c) notF: Could not find this
copying this file. sion to copy this file. item.

Fig.3: Windows OS notifications (replicated in English). All messages named
the affected file (called here investment.doc).

Combination of a long Windows OS notification in the middle of the screen
with quick disappearance of the AV notification in the corner caused six users to
overlook the AV notification. Additionally, two users noticed it, but thought that
it belongs to other programs. As P9 remarked: [AV notification] neither differs
in size nor in anything else from all other Windows 10 messages. This resulted in
the extremely low understanding of the situation (1 out of 9). Later, when shown
the AV notification on the screen capture, several users were dissatisfied with
the absence of details about the virus: It tells me that something has happened,
but not in which program or where [...] the message also does not tell me due to
which file this happened (P3). They also commented that they would expect the
AV notification to be red and appear in the center of the screen.

Case study 2: Avira (6 users) Notifications remained almost the same between
2017 and 2021 (Fig. . They are of middle size (~ 8% of the screen), appear in
the lower right corner, and users have to click on the red cross to close them.
They show the name and path of the affected file, and the name of the mal-
ware. Windows OS notification Adm (Fig. appeared simultaneously with the
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Avira notification, and if the users clicked Continue, the notF message (Fig.
appeared. Four users did not notice the Avira notification at all, although it
persisted till the end of their participation — they were too much distracted by
the Windows OS notifications. When shown the screen capture video, they were
surprised: Oh, here it is! Oh my! I did not see it at all. Did it really appear?
(P21). Participants also reported habituation, as Avira seems to show a lot of
information not connected to the threats: I never look there [lower right cor-
ner/, because Avira always shows ads there (P21). Overall, only one user fully
understood what happened.

Sicherheitshinweis Security Alert

Datum/Uhrzeit: 12.04.2017, 11:20:41 Date/Time: 7/30/2021, 2:50:43 AM

Typ: Fund Type: Detection
Der Zugriff auf die Datei F:\Geldanlage.doc”, Access to file E:jnvestmentiinvestment.doc'
die das Muster TR /Dldr.Agent. 74493 containing the pattern of 'HEUR Malware’ was
enthalt, wurde gesperrt, blocked.
Die Datei wurde in die Quarantine We moved the file to quarantine
verschoben,

You can get more information about the

Wenn Sie sich nicht sicher sind, fragen Sie die problem:
Community oder bitten Sie den Avira Support
um Hilfe.

Go to Avira Support

Zum Avira Support -

Fig.4: Avira notifications: 2017 (to the left) and 2021 (to the right).

Opinions on the AV message differed. Thus, P21 wished the message to ap-
pear in the center, and P24 wished it was green, because she felt frightened by
the red color. Generally, the information about file name and path was found
very helpful. Still, some users found the message incomprehensible: It does not
tell me why this happened, and what should I do. And in “Details” it shows more
things that I don’t understand (P11). Although P6 noticed the message and un-
derstood the situation well, she was unsure what happened to the file, and asked
us to explain what is quarantine.

Case study 8: AVG (8 users) The notification is large and appears in the center
of the screen (Fig. . It requires the user to choose an action: “Protect (recom-
mended)” or “Ignore threat” (translated from German) and presents file name
and path, as well as malware name. Two participants chose the “ignore” option,
and one chose “protect”. Even if the threat was “ignored”, the file could not be
accessed by users anymore. In all cases, participants were able to explain what
happened, and understood the situation well. Two participants who ignored the
threat explained that they would choose “protect” at home, but in the study,
they trusted the lab environment. To summarize, the “ignore” option seemed to
be unnecessary in 2017, as the file could not be accessed anyway, but the partici-
pants spent some time on the decision process. The change in 2021 (Fig. [5]) seems
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to be positive: The message still appears in the middle of the screen, informs the
users about the affected file, does not disappear without user interaction, but
does not require taking a decision anymore.

% AVG Internet Security

Bedrohung: Win32/DH{11eCOA?} gefunden

Objektname: d:\Zinsen.doc

Threat secured
Schiitzen (Empfohlen)
AVG wahlt die optimale Aktion zum Entfernen der Bedrohung. We've moved investment arantine because it was infected
A [Heur]

® Bedrohung ignorieren

irem aktuellen Speicherort auf Inrer
, dass Sie geschiitzt sind, erlaubt
e

Fig.5: AVG notifications: 2017 (to the left) and 2021 (to the right).

4.2 Important Elements of Notifications and User Interaction

Position, Size and Colors Most notifications appeared in the lower right corner of
the screen. Several participants commented that the AV message should appear
in the center. Especially Windows Defender and Sophos users, who saw small
black AV notifications, wished that the notifications had a signal color. Central
notifications were noticed and at least partially read by the users, and did not
elicit any negative comments about their position, size or color.

Habituation and Generalization Habituation refers to frequent appearances of
notifications, whereas generalization transfers habituation from various non-
essential notifications to important ones [36]. Avira users reported habituation
(Section, and messages appearing in the lower right corner prompted several
participants to comment on generalization. P25 (Sophos) said: One is used to
clicking away error messages. I thought it is connected to the USB drive, because
it appeared when I inserted it. P17 (Norton) explained: If something appears at
the bottom right, I pretend that it is not there. [...] I always click away everything
at the bottom right, because things often appear there.

Interaction with Windows OS Notifications When AV notifications appeared at
the lower right, some Windows OS notifications appeared around the same time
in the center. This greatly distracted participants, such that they had difficul-
ties to notice AV notifications, even if they did not disappear from the screen.
Kaspersky, Security Essentials and Sophos exhibited a combination of a quickly
disappearing AV message at the lower right with centrally placed Windows OS
messages, similarly to Windows Defender, which resulted in confusion and low
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understanding rates. Central AV notifications appeared over the Windows OS
messages, and thus did not distract the participants. Norton was the only AV
tool where no Windows OS messages appeared for all three participants, showing
that AV tools can work without evoking Windows OS notifications.

User Interaction and Decisions As described in the AVG case, forcing users to
decide what should happen to the ‘infected’ file was not helpful. However, AV
notifications disappearing without any user interaction caused a lot of confusion.
Most successful AV notifications were those that informed users about the threat
detection and required user interaction to disappear.

Content Notifications containing name of the ‘infected’ file greatly contributed
to the understanding of the situation. Also path information was helpful, as the
users could determine that the affected file comes from the USB drive. Mal-
ware name, on the other hand, did not help. P29 (Bitdefender) said: There was
this message that something somewhere was detected as malware. Bitdefender
presented only malware name, but no information about the file. Norton users
received a succession of several messages. Some of these messages informed the
users about “security risk Downloader”, which was incomprehensible to them.
However, some other messages referred to the name of the ‘infected’ file (without
path), which helped them to partially understand what happened.

Terminology Only G Data called the ‘infected’ file “virus”. Other AV tools
used terms “threat” (AVG, Bitdefender, Security Essentials, Sophos), “pattern”
(Avira), “infected file” (Kaspersky), “security risk” (Norton), or “malware”
(Windows Defender). Although previous work uncovered that “virus” is the most
understandable term for non-experts [37U20], the terms used by participants’ AV
tools were understandable to them. However, some users commented that they
don’t know what is “quarantine”.

4.3 AV Usage and Attitudes to AV Tools

When asked why they use AV, participants said that AV protects them from
threats and provides a feeling of security. As many AV tools have extended
functionality, some participants emphasized that their AV protects them from
malicious websites: My Norton also blocks some websites, then I don’t go there
(P34). Users rely on the expert function of AV tools: I find [using AV] sensible,
because I cannot detect viruses by myself (P33). However, several participants
mentioned that AV cannot protect them from all threats, as one is never 100%
secure. This effect is also reported by Wash and Rader [38]. 20 out of 34 users
reported that they had a virus before (not necessarily on the same computer),
and 11 of them lost data in consequence. 13 participants said that their present
AV tool found threats previously, as it issued the corresponding notifications.
Participants expressed high satisfaction with their AV tools: they find them
effective, trustworthy and usable, even if they were confused during the study.
Many users think that paid AV tools offer better protection. Thus P15 (Avira)
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said: It’s for free, so I think it does not provide the best protection [...] On the
other hand, I’'m content with what I have. P16 (Norton) commented: I'm paying
for it. Then they are taking care that it is okay. Windows Defender is a special
case, as five out of nine users were surprised that they have it on their laptops.
They thought to have other AV tools: Avast, Avira, McAffee and Norton. P9
would like to return to Avira, but he has no idea how to do this. P20 and P31
seemed not to grasp at first that their previously installed AV tools were not
active: Windows Defender is not an antivirus program for me, I have Avira. I
would have reacted to an Avira message (P31).

When asked why they use this particular AV, 20 users said that a third
person (parents, siblings, partners, computer shop) installed it, and 13 users
installed their AV themselves. The latter performed better in the study: 9 out
of 13 users at least partially understood the situation. Out of 17 users whose
AV was installed by other people, only five at least partially understood the
situation. Thus, it seems that past experience with the AV tool was helpfuﬂ

Parents were most often mentioned as a source of AV advice, which agrees
with previous research [29)28]. Thus, P14 uses Kaspersky, because her mother
uses it as well. P28 reports: My father looked it all up [different AV tools] and
recommended G Data. P17 said (jokingly): My parents have a Norton packet
with four licenses, and forced me to install it, too. Using AV seems to be a rule
that parents convey to their children, just like rules of good behavior: I know
this from an early age (P18).

5 Discussion

5.1 Preliminary Recommendations for AV Tool Design

To summarize our analysis, a helpful AV message should appear in the center
of the screen and contain some signal colors, such as green or red. It should not
require a decision about what should happen to the infected file, but it should
also not disappear without user interaction. Name and path of the infected file
should be communicated. Malware name, on the other hand, should not be
presented in the threat detection notification (it can be presented in a more
detailed view, which all AV tools offer). Furthermore, it is paramount that AV
tools do not evoke Windows OS messages.

These findings are in line with the recommendations for design of security
warnings [6]. A warning should present all important contextual information — for
AV notification, this means file name and path. The warning should be concise,
present information from users’ viewpoint and offload expert information into
“Details” — for AV notifications, this expert information is malware name. It is
recommended to require user interaction in case of important events — a central
AV notification that requires user interaction to disappear seems to be suitable.

Our recommendations are preliminary and should be systematically tested.
Especially placing security notifications in the middle of the screen and requiring

9 Four participants that used the fallback computer are excluded from these analyses.
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user action can be considered a controversial design decision, as it increases user
effort [I7]. However, confusion and incomprehension in case of threat detection
also increases user effort and may be more disruptive to the users. This aspect
needs further investigation.

5.2 Changes in AV Tools over Time

According to Microsoft, Windows Defender was installed on 50% of Windows
devices worldwide in 2019 [26/35], and its threat notification remained almost
unchanged between 2017 and 2021. Thus, its poor performance in our study is
likely to remain important in 2021. Also Avira and Norton notifications remained
almost the same. These tools account for 17 out of 34 users in our study.

User interface and interaction of AVG, Bitdefender, Kaspersky and Sophos
changed considerably from 2017 to 2021. Whereas changes in AVG seem to be
positive according to our analysis, changes in other AV tools seem to be am-
biguous. These tools present file name and path to the users in 2021, which is
a positive change. On the other hand, all notifications appear in the lower right
corner and have a black or dark blue background, which makes them similar to
various Windows 10 notifications, implying danger of generalization. Whereas
Sophos notifications now require user interaction to disappear (positive change),
Kaspersky and Bitdefender notifications disappear without user interaction. On
the whole, these changes make especially Kaspersky and Bitdefender notifica-
tions similar to the Windows Defender, which performed extremely poorly in
our user study. We conclude that our study offers useful and novel insights
irrespective of changes in AV tools over time.

5.3 Usability and User Acceptance of Security Tools

Our study shows that AV tools are not quite as usable as can be assumed from
their popularity [I8]. Nevertheless, participants considered AV to be usable and
trustworthy, although not necessarily protecting them from all dangers. AV tools
play the role of security experts that have knowledge and skills to recognize mal-
cious files — which users would not be able to do on their own. Therefore, using
AV seems to be a sensible protection measure. Returning to Microsoft’s state-
ment that more than 50% of Windows devices use Windows Defender [26], it is
not quite clear whether this high usage rate is conscious, as some participants
were not aware that they have Windows Defender. This raises a question of
how inwisible should a security tool be? Invisible, automated security has se-
rious usability limitations [I1], whereas visible security might offer better user
experience, as is known for message encryption [13] and e-voting [10].

Recommendations for using particular AV tools usually refer to their mal-
ware detection rates, false positive rates and performance [24], but not to their
usability. The key takeaway from this user study extends to all security tools
with a user interface: Attention should be paid to the user experience and us-
ability in cases where the tool detects an attack. These cases are most important
for the users, and should be carefully tested.
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5.4 Limitations

Conducting a lab study implies that participants might behave differently com-
pared to their usual environment. To increase ecological validity, we gave the
participants a task not related to security. Furthermore, 30 out of 34 partic-
ipants used their own laptops, which accounted for realistic risk. We verified
our realistic risk assumption by asking users which consequences a virus in-
fection would have for their laptops, and 23 participants said that they would
face serious problems. When we asked if participants would react differently at
home, seven of them were unsure, and eight said “yes”. They explained that they
trusted the lab environment or wanted to complete the task, and therefore were
less cautious. We used deception in recruitment to elicit most natural reactions
of participants. In debriefing interviews, all participants said that they did not
suspect that the study is concerned with AV tools.

We considered the scenario of inserting USB drives, but did not test drive-by
downloads or email attachments. Therefore, these malware distribution scenarios
need further investigation. Furthermore, as the user study was conducted several
years ago, it is possible that users’ reactions might have changed over time, as
they learned more about their AV tools, and about the digital world generally.

Our sample was very young, well educated (university students) and skewed
towards female participants. Therefore, our results may not generalize to older or
less educated populations, and especially to those less knowledgeable about AV
tools than our participants. Moreover, we could test only a limited number of AV
tools, and most tools were tested only with a very small number of participants.
Therefore, derived design guidelines should be further tested.

6 Conclusion and Future Work

We conducted a user study that observed user interactions with nine AV tools in
a threat detection scenario, and uncovered serious user experience deficits. Our
results, obtained in 2017, remain valid in 2021, as design of user interfaces and
interactions of AV tools seems to lack evidence-based recommendations. Our
study serves as a necessary starting point for further investigations. The next
step is to validate our findings in a controlled experiment that systematically
compares design elements from Section [4.2] with the goal of providing evidence-
based recommendations for design of AV tools.
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